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Last year, in Odense

VILLUM FONDEN
x

“X-IDF: Explainable Internet Data Flows”

Mission: empowering citizens in gaining agency about their private data
by build a technology that is accessible and actionable.
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Last year, in Odense

VILLUM FONDEN
x

“X-IDF: Explainable Internet Data Flows”

Mission: empowering citizens in gaining agency about their private data
by build a technology that is accessible and actionable.

Goal: find a way to distinguish protocols
(w.r.t. transmitted private data)
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Bisimulation as program equivalence
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We do not want to reason about reachable states only,
we also want to express properties such as
“after the program « is executed, then agent p knows x"
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Use the same methods used in formal verification of security protocols:

msc Dolev-Yao 1
pk(skr) , ski pk(ski) , skr
;
freshm
(& {moeo)
(r Amboiry)
>
——

The secret is revealed if there is a state S such that
S {ai)---{a,) (secret m) T

Logical framework: dynamic logic (Hennessy-Milner logic, modal
u-calulus) + epistemic Logic. . .
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Propositional Dynamic Logic
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Propositional Dynamic Logic (1976)

Formulas Programs
o= T true a,B=| € terminated program
| L false | o stacked program
| peA (withpeA) atom | ael instruction
| P (with p € A) negated atom | reT test
| oVy disjunction | ;B sequential composition
| oAy conjunction | o* iteration
| [a] ¢ box | c@®p (non-deterministic) choice
| (a)¢ diamond
Propositional Reasoning Trace reasoning

Note: programs in PDL are elements of a regular language
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m(T) =W
m() =0 m(e)  ={(v.v)[veWw}

— m(2) =0
(@) —wim m(@?) = {) [vem(@)}
m(¢Vy)=m(g)um(y) m(a;B8) ={(u,w)|exists v s.t. (u,v)em(e) and (v,w)em (B)}
m (¢ Ay) =m(p)Nm(y) m(a®p) =m(a)Um(B)
m([a]¢) ={v|wem(¢) forallwst (v,w)em(a)} ma*)  =Upsom (") (where o® =€)

m((@)¢) ={v|wem(s) forawst. (v,w)em(a)}
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m(T) =W

m (L) =0

m(3)  =wi\m

m(¢Vy)=m(g)um(y)

m(¢Ay) =m(g)nm(y)

m([a]¢) ={v|wem(g) forallwst. (v,w)em(a)}
m((@)¢) ={v|wem(s) forawst. (v,w)em(a)}

m(e) ={(v,v) |veW}

m(2) =0

m(@?)  ={(v,v) [vem(¢)}

m(a;B) ={(u,w)|exists v s.t. (u,v)em(a) and (v,w)em(B)}
m(a®p)=m(a)Um(B)

m(e*)  =Upsom(a") (where o” = ¢)

My ((;8) + (s pVIB+ylp | Mok [(;8) + (s )] pVB+y)p
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Problem
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No “pre-cooked” logics suitable for our purpose:

e No satisfactory Dynamic Logics handling both parallel /interleaving
and recursion;

@ The Hoare Logic1 for choreographies (Cruz-Filipe, Graversen, Montesi
& Peressotti, 2023) only reasons on formulas of the form

¢ = [aly

... But we want diamonds!

1Hoare 1969
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WHY?

programs in PDL = regular languages (elements of a Kleene Algebra)
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programs in PDL = regular languages (elements of a Kleene Algebra)
and

i Kozen '96 . -
Kleene Algebra + commutations = undecidability whether o = 3
—————

interleaving
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WHY?

programs in PDL = regular languages (elements of a Kleene Algebra)
and

i Kozen '96 . -
Kleene Algebra + commutations = undecidability whether o = 3
—————

interleaving

So in any “concurrent-PDL"” + [a] T & [B] T is undecidable.
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WHY?

programs in PDL = regular languages (elements of a Kleene Algebra)
and

i Kozen '96 . -
Kleene Algebra + commutations = undecidability whether o = 3
—————

interleaving

So in any “concurrent-PDL"” + [a] T & [B] T is undecidable.

Solution: control the semantics of programs in the logic
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Operational Propositional Dynamic Logic
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O(perational Semantics) Aos : o] & ( g at/irmc 18] [y] ¢)

a —p>y

PL : Axiomatization of propositional classical logic

Neg: [a] ¢ & (((y)&)
K :([a](¢p=y) = ([a]¢ = [e]y)

Ay 2] ¢
Ac i [e]lp o9
PDL A, [yl (V)

Ap :[a@plo o ([a]ldA[B]l¢)

A clasple e (el [Ble

A, [a’]¢ e (pA[a]a’]e)

MPF¢ FP=>Y - ko LIF¢=>[0]¢
4 Fla] ¢ Fo=[a] ¢

Meaning of a non-atomic program:

m(@) =[] m@

a—B>vy
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Proof Theoretical Properties of OPDL
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D I, o0 F0¢ FTLy T,
T AX gl A% A
T Lo, b [ ) F o VY FLoAY

FT,¢ +T,0
Ka a¢{e,0) cut —————
F(a)T, [a] ¢ FI

FT, ¢ , FL 6V Y Hkr,[aw FTL (Bl FTL (] [Blo [ WIS S e )
° .

“Nrae vers "rene Fhleeple | rDlmple L FL ol

L A WA o VAN R (I OR VRS WX VRS WX CTSY:

€ @ ? 3] B *
FTae rhu@e rTohe FT @ o8¢ TG ) 6 T (a6

(051 FL B Iyil¢ - FL[Ballyal ¢ s <os>'— LB o0é,..., Bu) yn) @,

T [e] ¢ FI ()¢

To=A{Bny) lied{l,..., nty={(B,7) |« =p>y}

Theorem

Let I" be a sequent. Then v opp I' iff"LOPDU{cut} I.

Theorem

Let I" be a sequent. Then + opp I' iffFroppL T.
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Conclusion and Future Work
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The standard PDL = OPDL with the following operational semantics:

a; —a> B a®f —e> « a®pf —e>
¢%B —¢7> B @t —e> € a* —e> w;a”

OPDL for CCS (previous attempt not satisfactory?)

processes labels
P,O= 0 terminated process | A:= a actions (a € Act)

| AP action prefix | @ co-actions (a € Act)
| P|QO parallel composition | 7 silent
| P+Q choice
| P\a  action restriction
| X process name

PRE AP —a»> P

PAR;  P|Q —i> P|Q P —1> P

PAR2 P|Q —i> P|Q" ifQ—a1>0Q
coM  P|Q —t> P|Q ifP—a> P and Q —a> Q'

suM; P+Q —a> P’ if P—a> P’

SUMy P+Q —a> (O if Q0 —a> Q'

RES P\a —a> P\a  if P—1> P and 1 ¢ {a,a}
REC X —i> P if X Pand P —a> P’

2No nested parallel, and iteration instead of recursion

18/21



OPDL for choreographic programming

choreographies pn(C) =
C:=0 inactive process %)
| I;C sequential composition pn(7) U pn(C)
| if p.b then C1 else C5 conditional {p} U pn(Cy1) Upn(Cq)
| X call pn(C) where X def C
instructions
I =px=e local assignment {p}
| p.e > q.x communication {p,q}
| p—qlL] selection {p,q}
| p: X (call continuation, runtime) {p}
| p-b? test (T) {p}
| p.b? (negative) test {p}
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Main results:
Cut-elimination for PDL;
More general framework OPDL parametric w.r.t. the desired OS

... able to support concurrent programs!

Future work:
Formalize;
Add epistemic reasoning;
Use results on differential privacy to define expert systems;
Bake-eookies Back to cookies!
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Thanks

Questions?
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