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Fixing Dolev-Yao Protocol

The purpose of this lecture is to “fix" Dolev-Yao protocol in order
to assure the secrecy of the exchanged message m

> We look back at the attack on the Dolev-Yao protocol we
discuss last Monday (DY1)

» We define a new version of this protocol (DY2) adding an
additional encryption level to the messages

> We show that additional encryption does not fix the protocol

» We define a third version of the protocol (DY3) with a wiser
use of the encryption

> We prove that there are no possible attacks to this protocol
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Attacking DY1

msc Dolev-Yao 1

pk(sk;) , ski

fresh m

(f= {m}pk(sk,))

pk(sk;) , skr
r

(’> {m}pk(sk,))

>

Ipya(c, i, ski, r, pk,):= fresh m;

M. Acclavio, R. Horne, S. Mauw

out (c, (i. {m}pk,)) ;
in(c, x);

if £st(x) = rthen

Rpvi(c, r, sk, i, pk;):= inl

if dec(snd(x) , skj) = mthen

secret(m)
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(e:x);
if £st(x) = i then
let m = dec(snd(x)

out (c, (r, {m}pk’));

,sk;) in



Attacking DY1

pk(skp) , ska

fresh m

msc Attack on Dolev-Yao 1

PK(ska) , Pk(skp)

Pk(ska) , sk

[ e ]

[ b ]

(a~ {m}pk(skb))

(b1 {m}pk(sk‘;))

(e= {m}pk(skb))

(b‘ {m}pk(ske))

(>

fresh ska, skp; { phy = pk(s:")’ } s

pky, — pk(sl

6)
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Unitiator(c, a, ska, b, pk(skp))
Unitiator(c, b, skp, a, pk(sk,))
lin(c, e);

in(c, pk,);

Responder(c, a, ska, e, pk,) |
lin(c, e);

in(c, pk,);

Responder(c, b, skp, e, pk,)
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(out(c,u1))

(in(c.e))

(in(c, pk(sk ))>

<|n c,(e,snd(u1))) )

<out c,))

(in (c, T (b {dec(snd(ug),ske)}pka)) )
(secret(dec(snd(u) , ske)) )true



Attacking DY1
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More encryption! (defining DY?2)

msc Dolev-Yao 1

pk(sk,) , sk;

fres

h m

(i Ao

pk(ski) , skr
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More encryption! (defining DY?2)

msc Dolev-Yao 1

pk(sk,) , ski

fresh m

("w {m}pk(sk,))

pk(ski) , skr

YES,; WEVEUSED ENCRYETION

m J
e BUT WHAT ABOUT A SECOND ENCRYPTION? ]
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More encryption! (defining DY?2)

msc Dolev-Yao 1

pk(skr) , ski

fresh m

('\ {m}pk(sk,))

msc Dolev-Yao 2

pk(ski) , sk pk(skr) , ski

[

r l i

fresh m

(f- {m}pk(sk,)>

{ (i. {m}Pk(sk,)) }pk(sk,)

pk(sk;) , sk,
r

=

{ (r, {m}pk(Skr)) }pk(sk,)

< secret m >
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More encryption! (defining DY?2)

msc Dolev-Yao 1

pk(sk,) , ski

fresh m

(i« {m}pk(sk,))

msc Dolev-Yao 2

pPk(ski) , sk pk(skr) , ski pk(ski) , skr

[

r l i r

IE‘@ { (i. {m}pk(sk,))}

pi(ski)

(f- {m}pk(sk,‘)>

{(r. {m}pk(s"r)) }pk(sm

(>

< secret m >

How did we improve the protocol?

M. Acclavio, R. Horne, S. Mauw

Security Protocols, Lecture 6




More encryption! (defining DY?2)

fresh m {(' {m}pk(s“r)) }pk(Skr)

pk(ski) , skr
r

{ (r, { mhm(sk)) }pk(sm

msc Dolev-Yao 1 msc Dolev-Yao 2
pk(skr) , ski pk(ski) , sk, pk(skr) , ski
l r i
fresh m (," {m}pk(sk'))
(’» {m}pk(sk,)>
S

: secret m :
I

How did we improve the protocol?
The attacker can no more intercept the initiator message and fake
itself as the initiator
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More encryption! (defining DY?2)

msc Dolev-Yao 1 msc Dolev-Yao 2
pk(sk,) , ski l Pk(ski) , sk, l l pk(sk,) , ski l pk(sk;) , sky
r i r
fresh m (,-1 {m}pk(sk,)) fresh m {(i, {m}pk(sk,)) }pk(s’(’)
(f- {m}pk(sk,)> {(r {m}pk(Sk’))}pk(sk,)
e“@  secret m >
—

How did we improve the protocol?
The attacker can no more intercept the initiator message and fake

itself as the initiator
WE FIXED IT!
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More encryption! (defining DY?2)

msc Dolev-Yao 1 msc Dolev-Yao 2
pk(sk,) , ski l Pk(ski) , sk, l l pk(sk,) , ski l pk(sk;) , sky
r i r
fresh m (,-1 {m}pk(sk,)) fresh m {(i, {m}pk(sk,)) }pk(sk,)

(" {m}pk(skr)) {(' {m}!’k(fkr)) }pk(sk,)
e“@ < secret m? >
—

How did we improve the protocol?

The attacker can no more intercept the initiator message and fake
itself as the initiator

DID WE FIX IT?
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Looking for an attack to DY?2

In the attack to DY1 we use the honest behaviour of the responder
b to decrypt the message: by changing the sender identifier in the

message (a, {m}Pk(skb)> with its own using the fact that

b receives (x, {y}pk(skb)> = b replies (b, {y}pk(skx)>
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Looking for an attack to DY?2

In the attack to DY1 we use the honest behaviour of the responder
b to decrypt the message: by changing the sender identifier in the

message (a, {m}Pk(skb)> with its own using the fact that

b receives (x, {y}pk(skb)> = b replies (b, {y}pk(skx)>

b does not care who x is!
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Looking for an attack to DY?2

In the attack to DY1 we use the honest behaviour of the responder
b to decrypt the message: by changing the sender identifier in the

message (a, {m}Pk(skb)> with its own using the fact that

b receives (x, {y}pk(skb)> = b replies (b, {y}pk(skx)>
b does not care who x is!

If x is the attacker, the attacker can now read y.
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Looking for an attack to DY?2

In the attack to DY1 we use the honest behaviour of the responder
b to decrypt the message: by changing the sender identifier in the

message (a, {m}Pk(skb)> with its own using the fact that

b receives (x, {y}pk(skb)> = b replies (b, {y}pk(skx)>
b does not care who x is!
If x is the attacker, the attacker can now read y.

Can we do a similar trick in DY27?
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Discovering an attack to DY?2

b receives {(x, {y}pk(skb)> }pk(skb) = b replies {(b, {y}pk(skx)> }pk(skx)
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Discovering an attack to DY?2

b receives {(x, {y}pk(skb)>} = b replies {(b, {y}pk(skx)>}

if x is the attacker identifier, then it can now read b AND y
(because b removes 2 layers of encryption)

Pk(skp) Pk(skx)
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Discovering an attack to DY?2

b receives {(x, {y}pk(skb)>} = b replies {(b, {y}pk(skx)>}

if x is the attacker identifier, then it can now read b AND y
(because b removes 2 layers of encryption)

Pk(skp) Pk(skx)

Can we trick b to remove just 1 layer of encryption?
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Discovering an attack to DY?2

b receives {(x, {y}pk(skb)>} = b replies {(b, {y}pk(skx)>}

if x is the attacker identifier, then it can now read b AND y
(because b removes 2 layers of encryption)

Pk(skp) Pk(skx)

Can we trick b to remove just 1 layer of encryption?

message we eavesdrop ‘ message we send to b ‘ message we receive from b

{ (a, {m}pk(skb)) }Pk(sk,,) { (e, { (a, {m}pk(skb)) }pk(sk,,)) } { <b7 { (31 {m}Pk(Skb>) }Pk(sm) }PK(SM

from which e can deduce
{m}oi(s)

Pk(skp)
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Discovering an attack to DY?2

b receives {(x, {y}pk(skb))} = b replies {(b, {y}pk(skx)>}

if x is the attacker identifier, then it can now read b AND y
(because b removes 2 layers of encryption)

Pk(skp) Pk(skx)

Can we trick b to remove just 1 layer of encryption?

message we eavesdrop ‘ message we send to b ‘ message we receive from b
{ (b, { (a«, {m}Pk(skb>) }Fk(ske)) }Pk(ske)
{ (a, {m}Pk(s"b)) }pk(sk,,) © { (a, {m}Pk(s"b)) }pk(skb) P(sks) from which e can deduce
{m}oi(s)
now we know ‘ message we send to b ‘ message receive from b

b, {m} sk,
1M} (i) { (e, {m}pk(sk,,)) }pk(skb) fgm Whicﬁk:kcl)n}d"é‘éﬁ?e
m
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Attacking DY?2

Statepy, = fresh ska, sk,

and

StateDy2/ ':
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U

fresh ska, skp;

{0},

!Ipy2(c, a, ska, b, pk(skp)) |

out(keys, pk(ska));out(keys, pk(skp));

—»

lin(c, e);in(c, pk.);Rpy2(c, b, sks, e, pke)

pky = pk(ska),
pk, — pk(skp),

U { (3~ {m}pk(skb)) }pk(skb) ’

Uy {(b7 {dec(y1, Skb)}pkg) }pke
Uz { (b., {dec(y>, Skb)}pkgf) }p

ket

if fst(dec(w, sk,)) = bthen
if dec(snd(dec(w, sk,)) , sky) = mthen
secret(m) |

, pya(c, a, ska, b, pk(skp)) |

0[0]
lin(c, e);in(c, pk.);
Rpy2(c, b, sks, e, pke)

(out(c, u1) )(in(c, e) )(in(c, pk(ske)) )
(in(c,{(e, ”1)}pk,,) Y{out(c, un) Yin(c, €') Yin(c, pk(ske')) )
(in(c, {(¢', snd(dec(snd(dec(un, ske))., ske)))}pkb) )

(out(c, u3) )

(in (c, { (b7 {dec(snd(dec(us, ske')), Ske')}pka> }pk ) )
(secret(dec(snd(dec(us, ske')) , ske')) ) a

true
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Attacking DY?2

msc Attack on Dolev-Yao 2

pk(skp) , ska pk(skp) , pk(ska) et <
eore T

Fresh m { (3«, {m}pk(skb)) }pk(skb)

{ (e‘ { (31 {m}pk(skb)) }pk(skb)) }pk(skb)
{ (b, { (2. 4m} o) }pk(sm) }pkme)

{ (e'. {m}pk(skb)) }pk(Skb)

{ (b‘ {m}pk(skg/)) }pk(ske/)

{ (b., {m}pk(Ska)) }pk(s’(a)
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When the secret m is exposed?

The secret is exposed when we have a transition of the shape

m0:EI\/I

(SECRET)
[0, secret(M)] Seerel(m)y, [0, 0]

pka = pk(Ska)a
pk, — pk(skp),

=1 , . {(a {m}pk(skb)>}

M
Pk(skp)
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When the secret m is exposed?

The secret is exposed when we have a transition of the shape

mQZEM

(SECRET)
[0, secret(M)] U™y, 19 ]

pk, — pk(ska),
pk, — pk(skp),
up {(a {"ﬂbk@hﬂ)}pk sks)

Uy {(b {dec(y1, skp) Pke)}

6>
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When the secret m is exposed?

The secret is exposed when we have a transition of the shape

03 =

m0:EI\/I

[0, secret(M)] U™y g 0]

pk, — pk(ska),
pk, — pk(skp),

up {(3 {m} Skb)> }pk (sky)
b, {dec(y1, skp }pke>}pke

i )
s > {(b {dec(ya, Skb)}pke/> }pk

up —

el
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When the secret m is exposed?

The secret is exposed when we can derive [ - m.
1 = fresh sk, skp, m; pk(ska,) , pk(skp), { (a, {m}pk(skb)) }

r2 =1, { (b, {dec(y1, 5ke) o, ) }pke
M3 =To, { <b, {dec(yn, Skb)}pkel>}

Pk(skp)

pk_s

e
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When the secret m is exposed?
The secret is exposed when we can derive ' - m.

Iy = fresh sk, sk, m; pk(ska) , pk(skp) , { (a, {m}pk(skb)) }
M=Try, {(b, {dec(y1, Skb)}pke) }pke
M3 ="To, {(b, {dec(y2, Skb)}pke/)}

Pk(skp)

Pk
z fresh for X
— (so1)
freshx;[,M = M fresh T - 2
freshx; T =M freshx; - N freshx; T = M freshx, - K freshx; T - K
(I-PAIR) (I-exnc) —— (I-PK)
freshX; T = (M, N) fresh ;T = {M} fresh X, I + pk(K)
freshx;T, M, N - K freshx;,M L freshx;l - K
—— (E-PaR) (E-ENC)
fresh % T, (M, N) - K fresh 5, T, {M} ) F L
freshx; T, M = L fresh%;T = M freshs:T - K
(E-pEC) (I-pEC)
freshx; T, dec({M}pk(K) , K) FL fresh X T I dec(M, K)
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Understand our errors in fixing Dolev-Yao

We add encryption without reflecting
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Understand our errors in fixing Dolev-Yao
We add encryption without reflecting
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Understand our errors in fixing Dolev-Yao
We add encryption without reflecting

msc Dolev-Yao 2

pk(skr) , ski pk(ski) , skr

fresh m { (’-7 (m}pk(s“')) }pk(Skr)
{ (’a {’"}pk(s“r)) }pk(skf)

M. Acclavio, R. Horne, S. Mauw Security Protocols, Lecture 6



A wiser use of encryption (defining DY?2)

msc Dolev-Yao 1 msc Dolev-Yao 2
pk(skr) , ski l pk(sk;) , sk, l l pk(skr) , ski l pk(sk;) , skr
r i r
fresh m (," {m}pk(sk')) fresh m {(l {m}pk(sky)) }pk(sk’)
(" {m}pk(skr)> {<r {m}P“(s"'))}pk(sk,)
——
msc Dolev-Yao 3
pk(sk,) , ski pk(sk;) , sky

r

fresh .
e m {0 m)} sy

{(r, m)}pk(sk,)

: secret m :
I

How did we improve the protocol?

DID WE FIXED IT?
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What does it means to prove secrecy?
» Prove that a secret can be revealed = show EXISTS attack

There is ONE formula ¢ = <771>.. < ><secret >¢
and there is ONE extended protocols [0, P]
such that DY3 —»* [0, P] and such that

[0, PlF=¢
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What does it means to prove secrecy?
» Prove that a secret can be revealed = show EXISTS attack

There is ONE formula ¢ = (m1). .. (m,)(secret(m) )v
and there is ONE extended protocols [0, P]
such that DY3 —»* [0, P] and such that

[0, PlF=¢

» Prove that a secret cannot be revealed = show that EACH
possible attack fails

For ALL formulas ¢ = (1)... (mp)(secret(m) )1
and for ALL extended protocols [0, P]
such that DY3 —»* [0, P] we have

[0, Pl o
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Infinite is a drag |: induction is tricky

Theorem
There are infinitely many prime numbers.

Proof.

If finite they are p1,..., pn.

Than take m=py---pp+ 1.

Since none of p; divides m, then m is prime.

Since m > p; for all i, then m is a new prime.

Absurd

M. Acclavio, R. Horne, S. Mauw Security Protocols, Lecture 6

12



Infinite is a drag |: induction is tricky

Theorem
For any natural number n the number m = 22") 1 s prime

Proof.

Fermat:
> n=0 m=3

n=1 m=5
n=2 m=17
n=3, m=257

n=4, m= 65537

vVvyYVYyyvyy

M. Acclavio, R. Horne, S. Mauw Security Protocols, Lecture 6

12



Infinite is a drag |: induction is tricky

Theorem (Stated in 1637, proved in 1995)
There are no positive integers x, y, z satisfying the equation

n

X"+yn:Z
for n > 2.

Proof.

Fermat: | have discovered a truly marvelous proof of this, which
this margin is too narrow to contain.

Andrew Wiles: slow down, it's not so easy. O
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Infinite is a drag |: induction is tricky

Theorem (Stated in 1637, proved in 1995)

For ALL positive integers x,y,z and for ALL integers n > 2 the
following equation cannot be satisfied

Xn+yn:Zn

Proof.

Fermat: | have discovered a truly marvelous proof of this, which
this margin is too narrow to contain.

Andrew Wiles: slow down, it's not so easy. O
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Infinite is a drag Il: induction VS coinduction

Induction = build “big objects” by composing smaller ones.
A list L is either ) or L = L', x for a list L.

Coinduction = decompose "big objects” to smaller ones.

A stream S = xg, X1, ... is an object such that xi,... is a stream.

We here expect to need to take into account a (potential) infinite
knowledge as basis of our reasoning.

M. Acclavio, R. Horne, S. Mauw Security Protocols, Lecture 6
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All the infinite(s) to check in DY3

If the attacker knowledge is I', then it knows Y only if T Y is
derivable.

The potential knowledge of the attacker is given by:

>
| 2
>

all possible messages sent by a;
all possible messages sent by b responding to a;

all possible messages sent by b responding the attacker faking

to be a;

» all possible messages sent b to the attacker making use of its

knowledge;
[ = fresh ska, skp, m1, ..., mp; {(a, m,-)}Pk(Skb) ,
{6, mi)}o(ska)
{(b X/) pk(5k9)7
{(b’ )<j)}pk(5ke)
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Encryption as measure of secrecy
We define the encryption level of m in N, as the minimum number
of encryption levels the attacker cannot bypass in which the
message m is nested in N (oo if m does not occurs in N).

(G|, = H {3 ) e

H ({(a, ) bpi(sks) {<a’ {m}Pk(Skb k(Skb)) m-enc
H{(r, snd((y, m)))}pk(skb) =
H { <r7 snd(dec <{(y, m)}pk(skb) ,skb>>> }pk(Skb) - _

1@ )l -enc =

M. Acclavio, R. Horne, S. Mauw Security Protocols, Lecture 6
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Encryption as measure of secrecy
We define the encryption level of m in N, as the minimum number
of encryption levels the attacker cannot bypass in which the
message m is nested in N (oo if m does not occurs in N).

@ m oy =1 | { (o )

H ({(a, ) bpi(sks) {<a’ {m}Pk(Skb k(Skb)) m-enc
H{(r, snd((y, m)))}pk(skb) =
H { <r7 snd(dec <{(y, m)}pk(skb) ,skb>>> }pk(Skb) - _

1@ )l -enc =
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Encryption as measure of secrecy

We define the encryption level of m in N, as the minimum number
of encryption levels the attacker cannot bypass in which the
message m is nested in N (oo if m does not occurs in N).

=2

—— H {0 e

(1M (3 ) k(sk,,))

(GEETCAON) .

[CXDI .

m-enc

m-enc

m-enc

[ oma(aoe (107 MY 580))) o,

1@ )l -enc =

m-enc
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Encryption as measure of secrecy

We define the encryption level of m in N, as the minimum number
of encryption levels the attacker cannot bypass in which the
message m is nested in N (oo if m does not occurs in N).

=2

—— H {0 e

(1M (3 ) k(sk,,))

|10 583 ) i)

[CXDI .

m-enc

m-enc

m-enc

[{(roma(aoe (107 MY 580))) o,

1 )l m-enc =

m-enc

M. Acclavio, R. Horne, S. Mauw Security Protocols, Lecture 6

15



Encryption as measure of secrecy

We define the encryption level of m in N, as the minimum number
of encryption levels the attacker cannot bypass in which the
message m is nested in N (oo if m does not occurs in N).

=2

—— H {0 e

(1M (3 ) k(sk,,))

|10 583 ) i)

[CXDI .

m-enc

m-enc

m-enc

[{(roma(aoe (107 MY 580))) o,

1 )l m-enc =

m-enc
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Encryption as measure of secrecy
We define the encryption level of m in N, as the minimum number
of encryption levels the attacker cannot bypass in which the
message m is nested in N (oo if m does not occurs in N).

[t mhsc], . = H{@ {m}pk<skb>>} )
H{(r, snd((y, m)))}pk(skb) e
=1

(G Skb)>>}pk(skb)
{

(since (r snd(dec( y,m)}pk (sks) ’Skb>)>}pk(skb) —e {(r, snd((y, m)))}pk(skb))
H(a b)Hm—enc -
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Encryption as measure of secrecy
We define the encryption level of m in N, as the minimum number
of encryption levels the attacker cannot bypass in which the
message m is nested in N (oo if m does not occurs in N).

[t mhsc], . = H{@ {m}pk<skb>>} )
H{(r, snd((y, m)))}pk(skb) e
=1

H{<r ona(dec ({0 Mg skb>>>}pk(skb)
since { (r, snd (dee ({07, M)ty 5k5) ) ) } e (08090 M) ety

H(a b)Hm—enc =0
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A simple useful result

Lemma
Let T be the list of the messages known by the attacker e during

the execution of the DY3 protocol. If || X||,,-enc > 0 for all X €T
and skp ¢ T', then T =Y is provable only if || Y| ,,-anc > O-

z fresh for X

(Ax) — (Son)
freshx;[,M M freshx: T F z
freshX;T =M freshx;T = N fresh; T =M freshx;I - K fresh ;T - K
(I-PAIR) (I-ENC) —(I-PK)
freshx; T + (M, N) fresh ;T = {M} fresh X, T + pk(K)

freshx: T, M, N F K freshX;I,MF L freshx;l - K
—— (E-PaR) (E-ENC)

fresh % T, (M, N) + K fresh 5, T, {M} k) F L

freshx; T, M L freshX; T =M freshx;T = K
(E-DEC) (I-pEC)
fresh x; T, dec({M}pk(K) , K) FL fresh X; I = dec(M, K)
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Sessions with the responder are not insightful

The knolwdge of an attacker e after intercepting the first message
in a DY3 from a to b is the following:
[ = fresh ska, sky, m; pk(ska) , Pk(sks) , {(a, M)} (k)

which satisfies the hypothesis of the lemma we proved.
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The knolwdge of an attacker e after intercepting the first message
in a DY3 from a to b is the following:

[ = fresh ska, sky, m; pk(ska) , Pk(sks) , {(a, M)} (k)
which satisfies the hypothesis of the lemma we proved.

We know that in to reveal the secret m, we have to be able to

perform a transition w» which requires to be able to prove

the sequent [ = m.
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Sessions with the responder are not insightful

The knolwdge of an attacker e after intercepting the first message
in a DY3 from a to b is the following:

[ = fresh ska, sky, m; pk(ska) , Pk(sks) , {(a, M)} (k)
which satisfies the hypothesis of the lemma we proved.

We know that in to reveal the secret m, we have to be able to

perform a transition w» which requires to be able to prove

the sequent [ = m.

...but ||ml|, .. =0.

m-enc
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Sessions with the responder are not insightful

What if we use multiple session with the Responder?
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Sessions with the responder are not insightful

What if we use multiple session with the Responder?

By sending (as attacker) a message of the shape

message attacker sends b

1
b's response

{02, X)} (s

{06, X) }oi(sk)

(&)} p(shs)
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Sessions with the responder are not insightful

What if we use multiple session with the Responder?

By sending (as attacker) a message of the shape

message attacker sends b | b's response
{(a X) Fpi(sk) {06, X) Jpie(ska)
{(& Y) } pe(sky) {(b, Y)} pi(ske)
But H{(a,X)}pk(skb) N 1 and
16 ]| = 15 mene = 1Y lpenc
m-enc
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Sessions with the responder are not insightful

What if we use multiple session with the Responder?

By sending (as attacker) a message of the shape

message attacker sends b | b's response
{(a X) Fpi(sk) {06, X) Jpie(ska)
{(& Y) } pe(sky) {(b, Y)} pi(ske)
But H{(a,X)}pk(skb) N 1 and
16 ]| = 15 mene = 1Y lpenc
m-enc

Since Y is a previous knowledge of the attacker, by coinduction we

know that || Y|| > 1.

m-enc
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Sessions with the initiator are not insightful neither!

What if we use multiple session with the Initiator?
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Sessions with the initiator are not insightful neither!

What if we use multiple session with the Initiator?

Each message sent by the initiator is

either {(a, m)}pk(skb) or { (37 m/) }pk(skb)
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Sessions with the initiator are not insightful neither!

What if we use multiple session with the Initiator?

Each message sent by the initiator is
either {(a, m)} (s, or {(a, m/)}Pk(Skb)

... unless a sends a message of the shape {(e, m)}

) or
{(aa m)}pk(ske)

pk(Skb
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Sessions with the initiator are not insightful neither!

What if we use multiple session with the Initiator?

Each message sent by the initiator is
either {(a, m)} (s, or {(a, m/)}Pk(Skb)

... unless a sends a message of the shape {(e, m)}(s,) O
{(a, m)}pk(ske)

=0
m-enc

But [|{(a, M) bpuger | =1 and [[{(@ M) byuga,

m-enc
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Secrecy claim in DY3 is true
The secret is exposed when we have a transition of the shape

m0:EI\/I

(SECRET)
[0, secret(M)] Seerel(m),, [0, 0]
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Secrecy claim in DY3 is true
The secret is exposed when we have a transition of the shape

m0:EI\/I

(SECRET)
[0, secret(M)] Seerel(m),, [0, 0]

which requires that we are able to prove [ = m where I is the
knowledge of the attacker
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Secrecy claim in DY3 is true

The secret is exposed when we have a transition of the shape

m0:EI\/I

(SECRET)

secret(m)

[0, secret(M)] ———» [0, 0]
which requires that we are able to prove [ = m where I is the
knowledge of the attacker
» all possible messages sent by a have measure > 0;

P all possible messages sent by b responding to a have measure
> 0;

» all possible messages sent by b responding the attacker faking
to be a have measure > 0;

» all possible messages sent b to the attacker making use of its
knowledge have measure > 0;

We conclude by our lemma since ||| > 0 and ||ml| = 0.

m-enc m-enc
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Where we are

» We now have all the tools needed to describe attacks.

> We know that we have assumptions on the network matters.

> We now know how to disprove and prove a secrecy claim.

» What about other security properties?
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